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Accountability Non-repudiation
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Threats

Confidentiality
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Liability

Accountability

https://www.enforcementtracker.com/

Threats
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Threats

Integrity

Availability
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Access control
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Authenticity
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What are the reasons for security incidents?
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What Who are the reasons for security incidents?

“Dave” is also known as:
- Johnny
- Jane
- “the user”
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https://www.verizon.com/about/news/verizons-2016-data-breach-investigations-report-finds-cybercriminals-are-exploiting-human
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Are Users The Enemy?
Users Are The Weakest Link
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Ciaran Martin

So, let’s get serious about understanding the human being in all this.

Let’s stop talking nonsense about humans being the weakest link in

cyber security: it’s a bit like saying the weakest link in a sports team is

all the players.“

Ciaran Martin, 
NCSC Chief Executive Officer

Foto: NCSC

Source: NCSC, Ciaran Martin's speech to CBI, 13 September 2017

https://www.ncsc.gov.uk/speech/ciaran-martins-speech-cbi

”
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Praesent non ultrices diam. Aliquam sit amet 
libero sed massa porttitor pharetra id a lacus. 

Proin et vulputate tellus.

PEOPLE BACKGROUND
Praesent non ultrices diam. Aliquam sit amet 
libero sed massa porttitor pharetra id a lacus. 

Proin et vulputate tellus.

PEOPLE BACKGROUND
COMMUNICATIONS OF THE ACM December 1999/Vol. 42, No. 12 41

Confidentiality is an important aspect of computer security. It

depends on authentication mechanisms, such as passwords, to safeguard access to infor-

mation [9]. Traditionally, authentication procedures are divided into two stages: identifi-

cation (User ID), to identify the user; and authentication, to verify that the user is the

legitimate owner of the ID. It is the latter stage that requires a secret password. To date,

research on password security has focused on designing technical mechanisms to protect 

Why users compromise computer security mechanisms and 

how to take remedial measures.

Q
U
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TI

N
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B

access to systems; the usability of these mecha-

nisms has rarely been investigated. Hitchings [8]

and Davis and Price [4] argue that this narrow per-

spective has produced security mechanisms that

are, in practice, less effective than they are generally

assumed to be. Since security mechanisms are

designed, implemented,

applied and breached by

people, human factors

should be considered in

their design. It seems that

currently, hackers pay more attention to the

human link in the security chain than security

designers do, for example, by using social engi-

neering techniques to obtain passwords. 

The key element in password security is the

crackability of a password combination. Davies

and Ganesan [3] argue that an adversary’s ability

to crack passwords is greater than usually believed.

System-generated passwords are essentially the

optimal security approach; however, user-gener-

ated passwords are potentially more memorable

and thus less likely to be disclosed (because users

do not have to write them down). The U.S. Fed-

eral Information Processing Standards [5] suggest

several criteria for assuring different levels of pass-

word security. Password composition, for example,

relates the size of a character set from which a

password has been chosen to its level of security.
An alphanumeric
password is therefore
more secure than one
composed of letters
alone. Short password

lifetime—changing passwords frequently—is sug-

gested as reducing the risk associated with unde-

tected compromised passwords. Finally, password

ownership, in particular individual ownership, is

recommended to:

• Increase individual accountability;

• Reduce illicit usage;
• Allow for an establishment of system usage

audit trails; and 
• Reduce frequent password changes due to

group membership fluctuations. 

! A n n e  A d a m s  a n d  

M a r t i n a  A n g e l a  S a s s e

USERS ARE NOT

THE ENEMY

 

Users Are The Weakest Link

1999
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Source: Communications of the ACM, 
Volume 42 Issue 12, Dec. 1999
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Emma W.

Emma W., 
Commissioning Editor for Advice and Guidance

„People: The Strongest Link“, CyberUK In Practice 2017
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People: The Strongest Link

Users Are Not The Enemy

Users Are The Weakest Link
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Empower People to Become The a Strongest Link 
Users Are Not The Enemy

Users Are The Weakest Link
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Usability Evaluation of Security Mechanisms
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https://www.verizon.com/about/news/verizons-2016-data-breach-investigations-report-finds-cybercriminals-are-exploiting-human
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https://www.verizon.com/about/news/verizons-2016-data-breach-investigations-report-finds-cybercriminals-are-exploiting-human
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Support Johnny, Jane, 
and all the users.

https://www.verizon.com/about/news/verizons-2016-data-breach-investigations-report-finds-cybercriminals-are-exploiting-human
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Human factorsTechnological factors
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Major Themes (selected)
l User Authentication
l Email Security and PKI

l Phishing (Warnings)
l Storage

l Device Pairing
l Policy 

l Mobile Security und Privacy

l Administrators
l Developers
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Major Themes (selected)
l User Authentication (tomorrow)
l Email Security and PKI

l Phishing (Warnings)
l Storage

l Device Pairing
l Policy 

l Mobile Security und Privacy

l Administrators
l Developers
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Usable Email Security 
– the example par excellence –

First E-Mail PGP is releasedRFC788 SMTP US government 
wants to 
establish 
surveillance 
program

S/MIME is releases
1971 1981 1991 1991 1995
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Usable Email Security 
– the example par excellence –

Today
~ 14% of 
German 
email users 
encrypt 
messages.

Users do not care 

about security.
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Usable Email Security 
– the example par excellence –

Why do users not 
encrypt their emails?
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Why Johnny Can’t Encrypt:A Usability Evaluation of PGP 5.0
Alma Whitten

School of Computer ScienceCarnegie Mellon University
Pittsburgh, PA  15213

alma@cs.cmu.edu

J. D. Tygar1

EECS and SIMS
University of California

Berkeley, CA  94720
tygar@cs.berkeley.edu

                                                          1 Also at Computer Science Department, Carnegie Mellon University (on leave).

Abstract

User errors cause or contribute to most computersecurity failures, yet user interfaces for security stilltend to be clumsy, confusing, or near-nonexistent. Isthis simply due to a failure to apply standard userinterface design techniques to security?  We argue that,on the contrary, effective security requires a differentusability standard, and that it will not be achievedthrough the user interface design techniques appropriateto other types of consumer software.To test this hypothesis, we performed a case studyof a security program which does have a good userinterface by general standards:  PGP 5.0.  Our casestudy used a cognitive walkthrough analysis togetherwith a laboratory user test to evaluate whether PGP 5.0can be successfully used by cryptography novices toachieve effective electronic mail security.  The analysisfound a number of user interface design flaws that maycontribute to security failures, and the user testdemonstrated that when our test participants were given90 minutes in which to sign and encrypt a messageusing PGP 5.0, the majority of them were unable to doso successfully.
We conclude that PGP 5.0 is not usable enough toprovide effective security for most computer users,despite its attractive graphical user interface, supportingour hypothesis that user interface design for effectivesecurity remains an open problem.  We close with abrief description of our continuing work on thedevelopment and application of user interface designprinciples and techniques for security.

1 Introduction

Security mechanisms are only effective when usedcorrectly.  Strong cryptography, provably correctprotocols, and bug-free code will not provide security ifthe people who use the software forget to click on theencrypt button when they need privacy, give up on acommunication protocol because they are too confusedabout which cryptographic keys they need to use, oraccidentally configure their access control mechanismsto make their private data world-readable.  Problemssuch as these are already quite serious:  at least oneresearcher [2] has claimed that configuration errors arethe probable cause of more than 90% of all computersecurity failures.  Since average citizens are nowincreasingly encouraged  to make use of networkedcomputers for private transactions, the need to makesecurity manageable for even untrained users hasbecome critical [4, 9].
This is inescapably a user interface designproblem.  Legal remedies, increased automation, anduser training provide only limited solutions.  Individualusers may not have the resources to pursue an attackerlegally, and may not even realize that an attack tookplace.  Automation may work for securing acommunications channel, but not for setting accesscontrol policy when a user  wants to share some filesand not others.  Employees can be required to attendtraining sessions, but home computer users cannot.Why, then, is there such a lack of good userinterface design for security?  Are existing general userinterface design principles adequate for security?  Toanswer these questions, we must first understand whatkind of usability security requires in order to be

1999
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The encryption tools have 
poor usability:

- UIs
- Key Management



Internet | COINS Summer School 2021
Prof. Dr.-Ing. Luigi Lo Iacono

29

Usable Email Security

Error prevention

Users failed to turn on security, even if one asks them to turn it on:

l 10% (Ruoti et al., 2013)
l 17% (Robison et al., 2012)
l 25% (Whitten / Tygar, 1999)
l 100%    (Sheng et al., 2006)
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Usable Email Security

Flexibility and efficiency of use

l Users prefer integrated tools.
à Security secondary goal

(Atwater et al., 2015; Ruoti et al., 2016; Ruoti et al., 2013)
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Usable Email Security

Match between system and real world

l Language and symbols used in email security do not support users in 
managing PKI.

à Users prefer solutions with hidden cryptographic details. (Ruoti et al. 2018)

à Users trust their providers with key management. (Bai et al. 2016)
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Usable Email Security
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Usable Email Security

NO!
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Usable Email Security

l Opaque security:

l Causes errors;

l Lowers trust.

l Always on encryption:

l Does not fit users’ expectations;

l Is associated with paranoia;

l Puts burden on receiver.

(Gaw et al., 2006; Hecht et al., 2015; 
Ruoti et al., 2013; Whitten, 2004)

(Atwater et al., 2015; Ruoti et al., 2016; 
Ruoti et al., 2013, Sheng et al., 2006)
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Usable Email Security

l Requirements for Usable Email Tools

l Tight integration;

l Tutorials;

l Streamline Onboarding;

l Understandable and trustworthy design;

l Easy-to-use key management.

Cf.: S. Ruoti and K. Seamons, “Johnny’s Journey Toward Usable Secure Email,” IEEE Security Privacy, vol. 17, no. 6, pp. 72–76, Nov. 2019
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Usable Email Security

l Requirements for Usable Email Tools

l Tight integration;

l Tutorials;

l Streamline Onboarding;

l Understandable and trustworthy design;

l Easy-to-use key management.

But users still do not use 
email encryption.

Cf.: S. Ruoti and K. Seamons, “Johnny’s Journey Toward Usable Secure Email,” IEEE Security Privacy, vol. 17, no. 6, pp. 72–76, Nov. 2019
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Usable Email Security

Figure: K. Renaud, M. Volkamer, and A. Renkema-Padmos, “Why Doesn’t Jane Protect Her Privacy?,” in 14th International Symposium on 
Privacy Enhancing Technologies (PETS), Cham, 2014, pp. 244–262.

Impact of tools’ usability

Other reasons
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Usable Messaging Security

l Most secure and usable messaging today:

l Security by default and by design

l Users still

l Do not trust encryption;

l Lack awareness;

l Have misconceptions;

l Do not feel targeted.

Cf.: S. Dechand, A. Naiakshina, A. Danilova, and M. Smith, “In Encryption We Don’t Trust: The Effect of 
End-to-End Encryption to the Masses on User Perception,” in 2019 IEEE European Symposium on Security 
and Privacy (EuroS P), Jun. 2019, pp. 401–415.
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WHO IS THE ENEMY THEN?
Users are not the enemy.
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The Developer is the Enemy

Glenn WursterCarleton Computer Security LabSchool of Computer ScienceCarleton University, Canadagwurster@scs.carleton.ca

P. C. van OorschotCarleton Computer Security LabSchool of Computer ScienceCarleton University, Canadapaulv@scs.carleton.ca

ABSTRACT
We argue that application developers, while often viewed asallies in the effort to create software with fewer security vul-nerabilities, are not reliable allies. They have varying skillsets which often do not include security. Moreover, we arguethat it is inefficient and unrealistic to expect to be able tosuccessfully teach all of the world’s population of softwaredevelopers to be security experts. We suggest more effi-cient and effective alternatives, focusing on those develop-ers who produce core functionality used by other developers(e.g. those who develop popular APIs – Application Pro-gramming Interfaces). We discuss the benefits of designingAPIs which can be easily used in a secure fashion to encour-age security. We also introduce two straw-man proposalswhich integrate security into the work-flow of an applicationdeveloper. Data tagging and unsuppressible warnings pro-vide the basis for further work where the most natural use(path of least resistance) results in secure code. We believethere are benefits to co-opting developers into programmingsecurely.

Categories and Subject DescriptorsD.4.6 [Software]: Security and Protection; D.2.3 [Software]:Coding Tools and Techniques; D.2.6 [Software]: Program-ming Environments

General Terms
Human Factors, Security

Keywords
software developers, human factors, software security, us-ability, education, development tools, persuasion
1. INTRODUCTION AND OVERVIEWAccording to Adams et al. [1], many security policies areenforced on a need-to-know basis. This need-to-know men-tality seems historically to have been based on the idea that

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
NSPW’08, September 22–25, 2008, Lake Tahoe, California, USA.Copyright 2008 ACM 978-1-60558-341-9/08/09 ...$5.00.

increased knowledge of security mechanisms and threats in-creases the potential for information leaks. The authorsargue that this need-to-know mentality results in a situa-tion where users are less motivated to work securely. In arelated position, Vidyaraman et al. [46] argued that it canbe beneficial to security to consider users as the enemy, inthat their actions directly influence system security and theyoften perform tasks that actively reduce security.Application developers are currently treated different thanusers. Often, API (Application Programming Interface) de-velopers provide functionality and application developersuse this functionality to create applications. The securitycommunity relies on application developers to be knowledge-able and to understand how to use each API securely. Ineffect, we rely on all application developers to be securityexperts. In recent years, it has been widely acknowledgedthat software developers do not by any means have sufficientsecurity expertise to make this model work [47, 6]. Conse-quently, some major players in industry have mounted sub-stantial efforts towards increasing the security knowledge ofgeneral developers [26]. We argue that not only is relyingon all developers individually to code securely doomed tofailure, but that extensive training (even if it were possible)to give all software developers detailed security expertiseis not the right approach. We suggest additional focus onproviding development environments where even applicationdevelopers without security expertise are less likely to makesecurity errors; as developer skill sets become increasinglycustomized, requiring all developers to have security exper-tise as a core competency is too heavy a tax to pay.It has often been said that complexity is the enemy of se-curity. This complexity is present at the user interface levelof software, in programming libraries and tools available tothe developer of an application, as well as in system code.The modern developer no longer builds applications fromscratch. Instead, most developers essentially glue differentlibraries together to perform a task. Different developersare responsible for different parts of the resulting applica-tion. Given this situation, it is unreasonable to assume orrequire that all developers will be properly educated andproficient in security (e.g. graphic artists are unlikely to bewell versed in web server application security issues, and it’snot clear why they should be, as we don’t require securityexperts to be artists). While it is generally accepted that“more user training” is not a viable solution to some secu-rity problems, apparently many in the security communitycontinue to believe that developer education will solve theproblem. In fact, we have been placing more burden on the

89
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Source: IDC's Worldwide Developer Census, 2018

Number of software developers world wide.
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Source: IDC's Worldwide Developer Census, 2018

11.65M full-time developers, 

6.35M part-time developers

4.30M nonprofessional developers

52%

28 %

19 %

Seite 42

Number of software developers world wide.
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Usable Security for Software Developers
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Software DevelopersFramework 
Designers &

Security Experts
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Key Role: Software Developers 

Admins
Users

Source: Holz T, Pohlmann N, Bodden E, Smitz M, Hoffmann J (2016) 
Human-Centered Systems Security - IT-Sicherheit von Menschen für Menschen.

Software Developers
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Software Developers – Human After All

l Imagine, hypothetically, just for a moment, that programmers are humans. No, don’t laugh, I’m
serious. [...] Now suppose for a moment, also for the sake of the argument, that their chief method
of communicating and interacting with computers was with programming languages. What would
we, as HCI people then do? Run screaming in the other direction, I hear you think.

Steven Pemberton (1997). „Views and Feelings: Programmers are Humans Too, 2“. In:
SIGCHI Bulletin 29.3. url: http://bulletin.sigchi.org/1997/july/news/views.
Image: Vera de Kok, 
https://en.wikipedia.org/wiki/Steven_Pemberton#/media/File:Steven_Pemberton_2017.jpg
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THE SECURITY–USABILITY TRADEOFF MYTH

Developers Are Not the Enemy!
! e Need for Usable Security APIs

Matthew Green | Johns Hopkins UniversityMatthew Smith | University of Bonn and Fraunhofer FKIE

Modern security practice has created an adversarial relationship between security software designers and 
developers. But developers aren’t the enemy. To strengthen security systems across the board, security 
professionals must focus on creating developer-friendly and developer-centric approaches.

I T security mechanisms are failing to keep pace with the threats they face, increasingly exposing our sys-tems and critical infrastructures to a! acks. " ese failures are wide ranging and a# ect home users, enterprises, and governments alike. A 2014 study conducted by McAfee, Intel, and the Center for Strategic and International Studies estimates cybercrime’s global cost to be US$400 billion per year.1 " e reasons for these failures can be clas-si$ ed broadly as either technical failures or human error. For a long time, security research focused exclu-sively on the problem’s technical side, viewing the human user as “the weakest link in the chain.” However, the relatively new research domain of usable security and privacy takes a di# erent stance: technology should adapt to its users rather than require users to adapt to technology. " ree seminal papers—Mary Ellen Zurko and Richard Simon’s “User-Centered Security,”2 Anne Adams and M. Angela Sasse’s “Users Are Not the Enemy,”3 and Alma Whi! en and J.D. Tygar’s “Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 5.0”4— originated this school of thought. All argued that security experts shouldn’t see users as problems to be dealt with; rather, they must communicate more with users and adopt user-centered design approaches. 

! e Developers’ Role in Usable Security and Privacy
" e usable security and privacy $ eld studies end-user behavior, perceptions, problems, and wishes. Its researchers inform system administrators and so& -ware developers of the results and make concrete sug-gestions as to how developers and administrators can make their so& ware and services more functional for end users. A classic example of usable security research is the study of users’ password behavior, which has produced recommendations on how administrators should set policies that enable users to create strong yet memorable passwords. 

" ere are many interesting, worthwhile research questions to be answered by studying end users. How-ever, despite the earliest work in this domain call-ing for support for all involved actors—particularly developers2 —current research almost entirely dis-counts the fact that administrators and so& ware devel-opers also make mistakes and need help as much, if not more, than end users (Ivan Flechais and his colleagues’ work is one notable exception.5) Critically, whereas end users normally only endanger themselves, if adminis-trators or developers make mistakes, they endanger all 

Developers Are Not the Enemy!
The Developer is the Enemy
People: The Strongest Link
Users Are Not The Enemy
Users Are The Weakest Link
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Source: IEEE Security & PrivacyVolume: 14 , Issue: 5, Sept.-Oct. 2016
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