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Current practice*

l Email verification
l Six-digit code

l Major impact on time exposure and 
usability

l But not studied so far!

*Wiefling et al.: Is This Really You? An Empirical Study on Risk-Based Authentication Applied in the Wild. In: IFIP SEC ‘19. Springer (2019)

Service Requested authentication factors

Amazon § Verification code (email*, text message)

Facebook § Approve login on another computer
§ Identify photos of friends
§ Asking friends for help
§ Verification code (text message)

GOG.com § Verification code (email)*

Google § Enter the city you usually sign in from
§ Verification code (email, text message, app, 

phone call)
§ Press confirmation button on second device

LinkedIn § Verification code (email)*
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l 1. Registration

l 2. Login
l 3. Exit survey

Study Procedure
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l 1. Registration
l 2. Login

l Re-Authentication requested
l Method differed in each condition

l 3. Exit survey

Study Procedure
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l Code-based method
l Code in email body

Method 1: State of the Art (in use)
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l Code-based method
l Code in email body and subject line

Method 2: Subject Line (new)
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l Link-based method
l Verification link in email body

Method 3: Link (new)
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l Extra confirmation when confirmation device is different*

Method 3: Link (new)

*Based on Google‘s Android device confirmation dialog
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l Amazon deployed method one year after our study

Method 3: Link (new)
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Timings: Measurement

Identity 
confirmation 
appears Confirm Device

Re-Authentication

Open Link

Challenge Completion

Enter code
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l 1. Registration
l 2. Login
l 3. Exit survey

Study Procedure
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Results: Demographics (n=451)

0% 20% 40% 60% 80% 100%

Gender

Female Male Non-Binary

0% 20% 40% 60% 80% 100%

Age

18-24 25-34 45-54 55-64 65-74

l Associate degree or 
higher (63%)

l No computer science 
background (74%)
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l Faster in two cases (each p<0.01)
l Code-based: Desktop PC for login + re-authentication
l Link-based: Desktop PC for login, mobile device for re-authentication

Results: Challenge Completion Time

Desktop/Desktop Desktop/Mobile
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l Faster with code in subject line and body
l Desktop PC for login + re-authentication (p=0.02)

Results: Re-Authentication Time

Desktop/Desktop
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Results: Feelings

*Question similar to Golla et al. (CCS ‘18)

l Question in exit survey*
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Results: Feelings

State of the art (Code in body) Link-basedCode in body + subject line

l Similar number of mentions in all conditions
l With exceptions
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l Link-based method made users significantly more anxious than code-based 
methods

Results: Feelings

p=0.02

State of the art (Code in body) Link-based
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l Code in subject line and body made significantly less nervous

Results: Feelings

State of the art (Code in body) Code in body + subject line

p=0.03
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Conclusion

l RBA using email mostly accepted

l Consider RBA on websites with sensitive data involved

l Exception: Online banking

l Beware of deadlocks
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Hackers adapt*

l Digital fingerprints for sale

l Malware infected devices

l IP address spoofing via proxy

l Aim: Bypass RBA

l Can we protect our users against

these type of attacks?

* Campobasso et al..: Impersonation-as-a-Service: Characterizing the

Emerging Criminal Infrastructure for User Impersonation at Scale. In: CCS 
’20. ACM (2020)
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Data Set
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August ‘18 - June ‘20
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780 Users
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≈250 Features
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New Feature!
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≈9500 Login Sessions
l 81.1% desktop
l 18.9% mobile
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RBA Model
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Extended Model 
(EXTEND)*

* Based on Freeman et al.: Who Are You? A Statistical 
Approach to Measuring User Authenticity. NDSS (2016).

l Comparable to models apparently 
used by Google, Amazon,
and LinkedIn
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Attacker Models
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Naive Attacker VPN Attacker Targeted Attacker
Login Credentials Country City, Browser, Device



Internet | COINS Summer School 2021
Luigi Lo Iacono

103

	
	

/DAS>
Data and Application Security Group 

How often will RBA request

re-authentication in practice?
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User A

• Time

• IP

• Browser

• …

Login Session Data Set

User A

• Time

• IP

• Browser

• …

Login History

User A

• Time

• IP

• Browser

• …

User A

• Time

• IP

• Browser

• …

User A

• Time

• IP

• Browser

• …

Access Decision

Decision History

Re-authentication 
requested?

Login Time

RBA

Access Threshold
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Results (Targeted Attacker)

l RBA asks less for re-authentication 
with increasing number of logins



Internet | COINS Summer School 2021
Luigi Lo Iacono

106

	
	

/DAS>
Data and Application Security Group 

Results (Targeted Attacker)

l Only one entry required for stable 
and reliable RBA setup in most 
cases
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Analyzing RBA 
Features
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Single Features
l High reliability

l Good RBA performance on their own
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Feature
JavaScript not 
required Risk Score Ratio Unique values

Median logins 
until re-
authentication

IP address ● 1.20 ●●●●● 2.00



Internet | COINS Summer School 2021
Luigi Lo Iacono

110

	
	

/DAS>
Data and Application Security Group 

Single Add-on Features
l High reliability
l Only good RBA performance in combination with single feature
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Feature

JavaScript not 
required Risk Score Ratio Unique values

Median logins 
until re-

authentication

RTT-10MS ○ 1.75 ●●○○○ 1.50

RTT-5MS ○ 1.37 ●●○○○ 1.71

ASN (IP) ● 0.91 ●●○○○ 3.00

RTT-MS ○ 0.56 ●●●●○ 2.00

Hour ● 0.23 ●○○○○ 4.00

Region (IP) ● 0.15 ●○○○○ 1.71

Weekday and hour ● 0.15 ●●●○○ 4.00
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required Risk Score Ratio Unique values
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Round Trip Time
l Based on WebSockets
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Ping
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Ping

Pong
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Ping

Pong

Time between
Ping and Pong?
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Ping

Pong

Time between
Ping and Pong?

Round Trip Time
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Target Country

VPN



Internet | COINS Summer School 2021
Luigi Lo Iacono

120

	
	

/DAS>
Data and Application Security Group 

Target Country

VPN120 ms
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Target Country

VPN 20 ms120 ms
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VPN 20 ms120 ms

RTT=120+20 ms

Target Country
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Hidden Hidden Visible
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Conclusion

l EXTEND model can achieve low re-authentication 
rates when blocking >99.45% targeted attackers

l Only few features are useful for RBA

l Needs to be optimized for use-case scenario
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Thank you

luigi.lo_iacono@h-brs.de

riskbasedauthentication.org
das.h-brs.de


