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Motivation

 Do you trust your PC/Notebook to be unmodified?
 Why?
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Motivation

 Do you trust your PC/Notebook to be unmodified?
 Why?

 If you don't know for sure that your operating system
is really in the state it claims to be – why trust any 
software running on top of it?
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Agenda

 Trust == ?

 Trusted Platform Module (TPM)
 TCG Software Stack (TSS)
 Trusted Execution Technology (TXT)
 Trusted Execution Environment (TEE)
 Software Guard Extensions (SGX)

 Incomplete system state(s) information
→ assessment?
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Trust == ?

 Trust is expectation of behaviour

 A trusted system is one that behaves in the expected 
manner for a particular purpose [TCG]

Note: Trust is not necessarily good behaviour
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Trust is...

 ...when something can be unambiguously identified

 ...when it operates unhindered

 ...when the user has first hand experience of consistent, 
good behaviour

 ...or when the user trusts someone who has provided 
references for consistent, good behaviour

 ...ultimately derived from people (hence organisations)
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Platform (Security) State

 Example virus scanner
 search platform for modifications
 “all clear” → “opinion” of virus scanner

 Attacker and defence operate on the same level

 System software compromised once – system 
security very likely broken forever
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Trusted Platforms

 Dedicated hardware support for system state 
evaluation and/or reporting and/or protection
of certain programs

 Available in mass-market platforms
 Trusted Platform Module (TPM)
 Intel Trusted Execution Technology (TXT)
 Intel Software Guard Extensions (SGX)
 ARM TrustZone
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Trusted Platform Module
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TPM Quick Overview

 Provide support functions for measurement and 
recording of software running on the platform

 Protect cryptographic keys
 Protect pieces of data
 Produce signed reports of the platform state
 ...

 ....TPM is a hardware Root of Trust
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History

~2000   Trusted Computing Platform Alliance (TCPA)

Feb'02   TPM v1.1b specification

~2003   Trusted Computing Group (TCG)

Oct'03   TPM v1.2  rev. 62

Mar'11   TPM v1.2  rev.116

Oct'12   TPM v2.0  rev. 93

Jul'16   Microsoft requires all new Win 10 PC
  to be TPM 2.0 enabled
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History

2005-2009:

EU Project  Open Trusted Computing

23 partners, from all over Europe investigate

opportunities of trusted computing technologies
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TPM v1.2 Building Blocks

 Hardware Random Number Generator (RNG)
 RSA engine
 SHA-1 engine
 HMAC engine
 Volatile memory (working memory)
 Non-volatile memory (very limited)
 I/O connection to LPC bus
 CPU and firmware
 ….
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TPM Properties

 Slave device

 Does not initiate operations or communications with 
other devices

 Consequently, the TPM cannot alter the execution 
flow of the system (e.g. booting or execution of 
applications)

 TPM is a low-cost mass-market device
 limited resistance against sophisticated hardware attacks
 better than pure software solutions
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TPM BIOS control

 ForceClear a TPM
 change TPM status (disabled/enabled)
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Chain of Trust

 How to measure/record what software is/was running?
 Requires monitoring of boot process
 Needs anchor to start the measurements from, a Root of Trust
 Nobody should be able to modify or forge the measurement
 A shielded location for storage of the measurement

 How to report that platform is in a defined state?
 Why should someone believe a claimed system state?
 Needs mechanism to securely report the state/measurements

to a third party
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TPM PCRs
 Platform Configuration Registers (PCRs)

 160 bit storage location per PCR
 24 PCRs in every TPM V1.2
 can always be read from
 can never be directly modified, but only extended with

     PCR
t+1

[i] = SHA-1( PCR
t
[i] || newValue )

 static PCRs:
 reset only at boot time

 dynamic PCRs:
 reset can only be triggered by special mechanism (e.g. TXT SINIT)

 Note: PCR extends are not commutative (i.e. measuring A then B 
does not result in the same PCR value as measuring B then A)
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PCRs After Reboot

00:  e5 58 e7 ec 7f 82 99 c7 4a 24 63 6e 24 82 56 de f1 25 19 de
01:  a7 46 df 87 49 64 75 fe 5c b2 14 47 f3 8e 66 46 04 57 67 5b
02:  05 a8 c0 53 ed 4b 3d 48 ea 43 f4 64 f4 9a 96 b6 0b 05 0a 72
03:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
04:  4c 1c c1 30 4e 70 9b 16 fc f1 06 aa 44 9b 8b bb 90 bc 34 ac
05:  c3 1a 3d e8 6d 3f 46 bf 1a 01 03 39 c9 d6 3c 55 fa 42 c1 23
06:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
07:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
08:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
10:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
11:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
12:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
14:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
15:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
16:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
17:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
18:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
19:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
20:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
21:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
22:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
23:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Chain of Trust
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Tail of Chain of Trust
 Ex.: IBM's Integrity Measurement Architecture (IMA)
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Security Assessment

 Measure
 initial state
 event(s) transition: current state → new state

 Compare
 measurements ↔ references (authenticity problem)

 Enforcement / Monitoring
 actual ≠ expected?
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Practical Complexity

 Defined order of measurements (hashchain)

 Log of individual measurements (replay)

 Database of good/known measurements (huge!)

 One weak link breaks the chain...

….so only for limited scenarios? :-(
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TPM v1.2 Keys

 Endorsement key (EK)
 unique platform identity
 injected by manufacturer OR created by platform owner

 2048 bit RSA key contained inside the TPM, private part never 
leaves the TPM, is unique for every TPM and therefore 
uniquely identifies a TPM

 The EK should be backed by an EK certificate
 typically an EK certificate is issued by the TPM manufacturer

 EK certificate is the only proof that one is communicating with 
a genuine hardware TPM with an unique EK
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TPM v1.2 Keys

 Storage Root Key (SRK)
 is root element of TPM key hierarchy
 typically with known password

 Storage Keys
 wrap (encrypt) other elements in the TPM key hierarchy

 Signature Keys
 signing operations
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TPM v1.2 Keys

 Binding Keys
 key used for binding operations (TPM_Bind, TPM_Unbind)

 ….

 Key Secrets
 usage secret

for all operations that make use of a TPM key

 migration secret
when migrating a key between different platforms
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Attestation
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Attestation Identity Keys

 Uniqueness of the EK would be a privacy problem if the 
EK were used directly in digital signature operations

 EK operations very restricted, EK cannot sign

 Attestation Identity Keys (AIKs) have been introduced as 
alias keys for the EK. The AIKs are designed to provide 
privacy to users.

 Attestation Identity Keys (AIKs)
 provide a mechanism to ensure that one is communicating with a 

TPM, but not which TPM specifically
 a non-migratable signature key that signs only information 

generated inside the TPM
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Obtaining AIKs

 when signing data with an AIK, the verifier wants 
assurance that the key is a TPM protected key

 AIKs are backed by a certificate that vouches for the fact 
that the AIK is such a TPM protected key

 Privacy CA:
trusted third party that issues certificates for AIKs

 basic AIK cycle:
 create AIK inside the TPM
 AIK request data plus platform certificates are sent to PrivacyCA
 PrivacyCA examines the supplied data
 if PrivacyCA is convinced that the AIK is a TPM key it issues a 

certificate stating that fact
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Basic AIK cycle

 client creates a new AIK
key pair inside the TPM

 TSS assembles AIK request
 TPM EK certificate
 public AIK
 …

 AIK request is encrypted
with public key of PCA

 PrivacyCA validates request;
checks EK certificate etc.; if PCA is convinced that the AIK is a 
proper TPM key, it issues an AIK certificate. PCA response is 
encrypted with public EK → only the requ. TPM can decrypt it

 client activates AIK and stores AIK certificate
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PCRs summary

 PCR usage scenarios
 attestation of platform state (TPM_Quote)
 protecting data (TPM_Seal/TPM_Unseal)
 specify set of PCRs upon key creation:

key is only usable if these PCRs are present

 Collection of measurements is done outside of the TPM 

 Challenges
 chain of trust must not be broken
 what to measure (binaries, configuration files, scripts, ...)
 how to handle system updates?
 pool of measurement values can become very large
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Advanced TPM concepts

 Key Migration and Certified Migratable Keys
 Monotonic Counters and Timestamping
 Delegation
 Manufacturer functions
 Localities
 Direct Anonymous Attestation

 Anonymous groups signature based replacement for 
PrivacyCA

 ….
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TPM Security

 TPMs are cheap – mass-market chips

 Deconstructing a Secure Processor
Christopher Tanovsky @Blackhat DC (Feb 2010)

 ~200000$ (focused-ion-beam-microscope...)
 months of analysis
 break-in for one series of chips
 physical extraction of TPM keys in a certain chip series in

a few hours possible

 http://www.blackhat.com/html/bh-dc-10/bh-dc-10-briefings.html#Tarnovsky

http://www.blackhat.com/html/bh-dc-10/bh-dc-10-briefings.html#Tarnovsky
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TSS
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TSS v1.2 Layers

 TSS is a stack of layers
with defined interfaces

 TSS Service Provider (TSP)
 standard API for applications
 shared library

 TSS Core Services (TCS)
 system singleton service daemon

 TSS Device Driver Library (TDDL)
 Standard HW interface

 TPM device driver
 kernel low-level portion images © by TCG (TSS specification)
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Linux TPM device

 In terminal / text console

 Check for initialisation message of TPM kernel driver
$ dmesg | grep tpm
[...]tpm_inf_pnp 00:0a: Found TPM with ID IFX0102
[...]tpm_inf_pnp 00:0a: TPM found: config base 0x4e, data base 
0xcb0, chip version 0x000b, vendor id 0x15d1 (Infineon),
product id 0x000b (SLB 9635 TT 1.2)

 Check for existence of TPM device
$ ls -la /dev/tpm*
crw------- 1 tss tss 10, 224 Aug 26 14:31 /dev/tpm0
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TSS Stacks

 2 full open-source implementations of the
TCG v1.2 Software Stack specifications

 TrouSerS / C
 http://trousers.sourceforge.net/

 jTSS / Java
 http://trustedjava.sourceforge.net/

http://trousers.sourceforge.net/
http://trustedjava.sourceforge.net/
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C / TrouSerS
   UINT32                  pulRespDataLength;

  BYTE                    *pNumPCRs;
  UINT32                  subCap, subCapLength, numPcrs;
  TSS_HCONTEXT            hContext;
  TSS_HTPM                hTPM;
  TSS_RESULT              result;

   // Create Context
  result = Tspi_Context_Create( &hContext );
  if ( result != TSS_SUCCESS ) { ... }

   // Connect Context
  result = Tspi_Context_Connect( hContext, get_server( ... ) );
  if ( result != TSS_SUCCESS ) { ... }

   // Retrieve TPM object of context
  result = Tspi_Context_GetTpmObject( hContext, &hTPM );
  if ( result != TSS_SUCCESS ) { ... }

   subCap = TSS_TPMCAP_PROP_PCR;
  subCapLength = sizeof(UINT32);

   // Get number of PCRs
  result = Tspi_TPM_GetCapability( hTPM, TSS_TPMCAP_PROPERTY,
     subCapLength, (BYTE *)&subCap, &pulRespDataLength, &pNumPCRs );
  if ( result != TSS_SUCCESS ) { ... }

   // Print number of PCRs
  fprintf(stderr, "\tThere are %u PCRs supported by this TPM\n",
       *(UINT32 *)pNumPCRs );

   Tspi_Context_FreeMemory( hContext, NULL );
  Tspi_Context_Close( hContext );
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Java / jTSS

 try {

   // Create Context
  TcIContext context = new TcTssContextFactory().newContextObject();

   // Connect Context
  context.connect();

   // Retrieve TPM object of context
  TcITpm tpm = context.getTpmObject();

   // Get number of PCRs
  long numberOfPCRS = tpm.getCapabilityUINT32(
      TcTssConstants.TSS_TPMCAP_PROPERTY,
      TcBlobData.newUNIT32(TcTssConstants.TSS_TPMCAP_PROP_PCR));

   // Print number of PCRs
  System.out.println(“This TPM features “ + numberOfPCRs + “PCRs.”);

   // Free all open resources and close connection
  context.closeContext();

 } catch (TcTSSException e) {
 ...
}
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TXT
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Intel Trusted Execution 
Technology (TXT)

 3 components on platform in (hard-wired) co-operation

 CPU
 Special opcode to allow late launch into measured system state
 Transparent virtualization of unmodified OS

 Chipset
 Advanced I/O control, assign specific device to specific virtualization 

compartment (restrict DMA etc.)
 Scrub memory with all zeros on reboot

 TPM
 Storage for measurement chain state
 Storage for launch control policy (LCP) of allowed binary
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PCRs After System Boot

00:  e5 58 e7 ec 7f 82 99 c7 4a 24 63 6e 24 82 56 de f1 25 19 de
01:  a7 46 df 87 49 64 75 fe 5c b2 14 47 f3 8e 66 46 04 57 67 5b
02:  05 a8 c0 53 ed 4b 3d 48 ea 43 f4 64 f4 9a 96 b6 0b 05 0a 72
03:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
04:  4c 1c c1 30 4e 70 9b 16 fc f1 06 aa 44 9b 8b bb 90 bc 34 ac
05:  c3 1a 3d e8 6d 3f 46 bf 1a 01 03 39 c9 d6 3c 55 fa 42 c1 23
06:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
07:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
08:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
10:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
11:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
12:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
14:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
15:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
16:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
17:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
18:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
19:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
20:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
21:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
22:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
23:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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PCRs After TXT Late Launch

00:  e5 58 e7 ec 7f 82 99 c7 4a 24 63 6e 24 82 56 de f1 25 19 de
01:  a7 46 df 87 49 64 75 fe 5c b2 14 47 f3 8e 66 46 04 57 67 5b
02:  05 a8 c0 53 ed 4b 3d 48 ea 43 f4 64 f4 9a 96 b6 0b 05 0a 72
03:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
04:  4c 1c c1 30 4e 70 9b 16 fc f1 06 aa 44 9b 8b bb 90 bc 34 ac
05:  c3 1a 3d e8 6d 3f 46 bf 1a 01 03 39 c9 d6 3c 55 fa 42 c1 23
06:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
07:  3a 3f 78 0f 11 a4 b4 99 69 fc aa 80 cd 6e 39 57 c3 3b 22 75
08:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
10:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
11:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
12:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
14:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
15:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
16:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 

17:  13 cc db 74 65 10 b6 30 5c 1c c1 1d 10 95 ec a0 1f 06 36 d7
18:  e8 63 a1 f4 69 74 67 72 95 18 5f 6b ab b9 59 7e 90 30 6e 9b
 

19:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
20:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
21:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
22:  ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
23:  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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TBoot
 “An open source, pre-kernel/VMM module that uses Intel 

TXT to perform a measured and verified launch of an OS 
kernel / VMM“.

http://sourceforge.net/projects/tboot/

 Boot order:
GRUB → TBoot → SINIT → TBoot → Linux kernel

http://sourceforge.net/projects/tboot/
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TXT Security

 System Management Mode (SMM)
 Has Ring -2 priviledges – more priviledged than

hypervisor Ring -1 code
 → After DRTM sequence hypervisor can be modified by

malicious SMM code
http://invisiblethingslab.com/resources/bh09dc/Attacking%20Intel%20TXT%20-%20paper.pdf

 SINIT code is not Open-Source
 Reverse engineering prohibited by license

 Exploit found (Dec 2009)
http://invisiblethingslab.com/resources/misc09/Another%20TXT%20Attack.pdf

 Memory verification, 32bit vs. 64bit error

http://invisiblethingslab.com/resources/bh09dc/Attacking%20Intel%20TXT%20-%20paper.pdf
http://invisiblethingslab.com/resources/misc09/Another%20TXT%20Attack.pdf
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Trusted Execution Envivonment (TEE)
 

ARM TrustZone (TZ)
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Mobile Trusted Module

 Idea of a MTM
 similar to TPM on PC platform
 provides trusted resources
 subset of “full” TPM commands
 additional MTM specific features not found with TPM

 ...additional hardware :-(
 ...or software implementation? :-)
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[  R. Coombs, S. Moore; GlobalPlatform TEE & ARM Trustzone technology:
Building security into your platform, 2013  ]
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[  R. Coombs, S. Moore; GlobalPlatform TEE & ARM Trustzone technology:
Building security into your platform, 2013  ]
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[  https://bits-please.blogspot.com/2015/03/getting-arbitrary-code-execution-in.html   ]
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[  https://www.theinquirer.net/inquirer/news/2473037/knoxout-samsung-knox-vulnerabilities-give-hackers-full-control-of-devices  ]
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Who Wants My Password?

[  https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-the-users-apple-id-password-just-by-asking  ]
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Who Really Wants My Password?

[  https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-the-users-apple-id-password-just-by-asking  ]
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SGX
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Software Guard Extensions (SGX)

 A malicious app exploits OS and gains privileges

 Now
 applications not protected from privileged code

(apps always have to trust kernel code!)

 Goal
 app gains ability to defend its own secrets
 small attack surface
 malware that subverts “everything” cannot steal app secrets
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Software Guard Extensions (SGX)

 Intel Skylake processors (late 2015) and newer

 Enclaves
 encrypted code+data
 integrity
 confidentiality
 controlled entry/exit points
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Software Guard Extensions (SGX)

 Problem: Attestation of Enclave

 Attestation Enclave ↔ Enclave on same platform
 Attestation Enclave ↔ Outside

 For a detailed tutorial on SGX, see e.g.
https://software.intel.com/sites/default/files/332680-002.pdf
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[  originally Intel; in presentation
   JP Aumasson, L. Merino; SGX Secure Enclaves in Practice: Security and Crypto Review; Black Hat 2016  ]
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[  JP Aumasson, L. Merino; SGX Secure Enclaves in Practice: Security and Crypto Review; Black Hat 2016  ]
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Works in Progress
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[  https://github.com/baidu/rust-sgx-sdk  ]
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UEFI Secure Boot and
Windows Chain of Trust

[ https://blogs.technet.microsoft.com/dubaisec/2016/05/09/elam-driver/ ]
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TPM v2 Specification 
Promise

“The information in this document is formatted so that
it may be converted to standard computer-language 
formats by an automated process. The purpose of
this automated process is to minimize the transcription 
errors that often occur during the conversion process 
[…]”
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[  https://www.heise.de/newsticker/meldung/Googles-Cloud-Server-mit-proprietaerem-Sicherheits-Chip-3599429.html  ]
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Privacy and Trusted 
Platforms

“[…] But let’s frame the question in its most compelling form. Imagine a 
system of digital surveillance in which the algorithm was known and verifiable: 
We knew, that is, exactly what was being searched for; we trusted that’s all 
that was being searched for. That surveillance was broad and indiscriminate. 
But before anything could be done on the basis of the results from that 
surveillance, a court would have to act. So the machine would spit out bits of 
data implicating X in some targeted crime, and a court would decide whether 
that data sufficed either to justify an arrest or a more traditional search. And 
finally, to make the system as protective as we can, the only evidence that 
could be used from this surveillance would be evidence directed against the 
crimes being surveilled for. So for example, if you’re looking for terrorists, you 
don’t use the evidence to prosecute for tax evasion. I’m not saying what the 
targeted crimes are; all I’m saying is that we don’t use the traditional rule that 
allows all evidence gathered legally to be usable for any legal end. […]”

Would such a “trusted filter” system violate privacy?
[  Lessig, http://codev2.cc/  ]
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Imperfect System State Evaluation
via Events Comparison
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Reality

 100% exact measurements and (side) effects 
analysis in practice impossible

→ Only incomplete/fuzzy collection of
“important” system events and state transitions
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Research

 Optimistic assumption:
There are always some system events that
an attacker must trigger while he transitions
to root/administrator privileges.

 “If something behaves differently there may be a 
new kind of attack going on. It should show up in 
a recording of system events.”
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Research

 Is it possible to match similar (good) events
as they happen on multiple systems?

→ only suspicious actions remain?
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Process Matching

 time → 
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Categories of Attacks

 Case 1:

Attacker spawns new process(es)

 Case 2:
 Attacker takes control of a “good” process and 

nudges it to do “new” stuff
Example: Webserver does not serve files from his
html directory, but starts accessing whole filesystem
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Case 1: Attacker spawns new processes
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 Case 2:

Attacker takes control of a well-known process 
and nudges it to do new stuff
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Sameness ↔ Uniqueness

 Identical process, identical events
 

 Identical process, quite similar
 Process looks similar, activities quite similar
 Process looks similar, because activities identical

 Identical process, some unique activity
 Process looks similar, related but some unique

   

 Unique/new process
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[ M. Pirker, P. Kochberger, S. Schwandter; 
Behavioural Comparison of Systems for 
Anomaly Detection; in: Int. Conf. On Availability,
Reliability and Security (ARES), 2018 ]



90Trusted Computing, Basics and Overview – COINS winter school @Finse May 2018

Acknowledgements / Credits

 Some slides previously presented in IAIK's 
Trusted Computing lectures at Graz University
of Technology.

Thank you to all previous collaborators!

 Material cited from various sources, original
referenced as [...]



91Trusted Computing, Basics and Overview – COINS winter school @Finse May 2018
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Thank you! Questions?
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