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Preventing Cross-VM Cache Side-Channel Attacks Through Dynamic Software Diversity

Cloud computing is promising and widely used technology nowadays. Sharing hardware through
locating in different virtual machines is the basis for cloud computing. Many security concerns
arise from this and one of them is side-channel attacks between different virtual machines. Since
different virtual machines share last level cache, so cache side channel attack can’t be ignored.
There are two categories of cache side-channel attacks. One is networking timing side channel
attack and the other is cache-based side channel attacks[1, 2]. Our work focus on the second one.
Furthermore, cache timing attack[3] is the most common attack for inferring encryption key from
encryption algorithms. Due to core migration[ 1] feature in the cloud, we will focus on last level
cache timing attack.

We propose to use software diversity[4] methods as countermeasure for preventing cross-VM
cache timing side-channel attack. Our work will base on [5] and extend it to cloud environment

between different VMs.
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