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Hands-on Labs

@ Using kernel debugging tool (redhat crash utility) to
inspect kernel states

@ Using volatility tool to perform memory introspection
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Linux memory introspection w/ crash

root@debian:~/crash# ./run-crash.sh

crash 4.1.2

Copyright (C) 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009 Red Hat, Inc.
GNU gdb 6.1

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "i686-pc-linux-gnu"...

crash: cannot set context for pid: 8257
KERNEL: ./vmlinux-2.6.18sa
DUMPFILE: /tmp/crash/mem
CPUS: 1
DATE: Wed Jan 27 14:19:01 2010
UPTIME: 2 days, 02:47:14
LOAD AVERAGE: 0.22, 0.07, 0.02
TASKS: 92
NODENAME: hope
RELEASE: 2.6.18sa
VERSION: #1 SMP Wed Jan 6 00:41:44 EST 2010
MACHINE: 1686 (2127 Mhz)
MEMORY: 255.9 MB
0
"swapper"
c035dc00 [THREAD_INFO: c0426000]
0
TASK_RUNNING (ACTIVE)
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Linux memory introspection w/ crash

crash> help

* files mod rung union
alias foreach mount search vm
ascii fuser net set vtop
bt gdb P sig waitq
btop help ps struct whatis
dev irqg pte swap wr
dis kmem ptob sym q
eval list ptov sys

exit log rd task

extend mach repeat timer

crash version: 4.1.2 gdb version: 6.1

For help on any command above, enter "help <command>".
For help on input options, enter "help input".
For help on output options, enter "help output".

CRSEOF
crash>
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Windows Memory Forensics with Volatility

root@debian:~/volatility-2.4# vol.py -h
Volatility Foundation Volatility Framework 2.4
Usage: Volatility - A memory forensics analysis platform.

Options:
-h, --help list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)

--conf-file=/root/.volatilityrc
User based configuration file

-d, --debug Debug volatility
—-plugins=PLUGINS Additional plugin directories to use (colon separated)
--info Print information about all registered objects

—--cache-directory=/root/.cache/volatility

Directory where cache files are stored
—-cache Use caching
——tz=TZ Sets the timezone for displaying timestamps
—-f FILENAME, --filename=FILENAME

Filename to use when opening an image
—-output-file=OUTPUT_FILE

write output in this file
-v, —-verbose Verbose information
-g KDBG, --kdbg=KDBG Specify a specific KDBG virtual address
-k KPCR, --kpcr=KPCR Specify a specific KPCR address

Supported Plugin Commands:
apihooks Detect API hooks in process and kernel memory

atoms Print session and window station atom tables
atomscan Pool scanner for atom tables
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Windows Memory Forensics with Volatility

root@debian:~/windows# vol.py pslist -f hidden_process.img
Volatility Foundation Volatility Framework 2.4

Offset (V) Name PID PPID Thds Hnds Sess Wow64 Start
0x819cc830 System 4 0 51 254 —————— 0

0x817e4670 smss.exe 360 4 3 19 —————- 0 2008-11-26
0x8181bd78 csrss.exe 596 360 10 322 0 0 2008-11-26
0x8182b100 winlogon.exe 620 360 16 503 0 0 2008-11-26
0x8183ba78 services.exe 672 620 15 245 0 0 2008-11-26

root@debian:~/windows# vol.py psscan -f hidden_process.img
Volatility Foundation Volatility Framework 2.4

Offset (P) Name PID PPID PDB Time created T
0x000000000181b748 alg.exe 992 660 0x08140260 2008-11-15 23:43:25 UTC+0000
0x0000000001843b28 wuauclt.exe 1372 1064 0x08140180 2008-11-26 07:39:38 UTC+0000
0x000000000184e3a8 wscntfy.exe 560 1064 0x081402a0 2008-11-26 07:44:57 UTC+0000

root@debian:~/windows# vol.py psxview -f hidden_process.img
Volatility Foundation Volatility Framework 2.4
Offset (P) Name PID pslist psscan thrdproc pspcid csrss session deskthrd E

0x01a2bl100 winlogon.exe 620 True True True True True True True
0x01a3d360 svchost.exe 932 True True True True True True True
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Virtual Machine Introspection

Linux Win-7
Introspection s sl

Files My SQLS Exchange

" Product-VM Product-VM
Virtualization Layer I
’ Hardware Layer |

@ |[solation, portability, reliability, trustworthiness, automation, security,
transparency ...

@ Virtual Machine Introspection
@ Virtual Machine (Re)Configuration, Repair
@ Automated Out-of-VM Management via HyperShell
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Future Directions

@ Protecting the Hypervisor Itself

e Pushing one layer down to hardware
e Improving the hypervisor code
e Deprivilege the hypervisor

@ Providing High Fidelity Hypervisor

© Complete Memory Monitoring (including swapped
memory)

© Complete Disk Monitoring (including FDE protected disk)

@ Beyond Read-Only Introspection

© Beyond the guest OS kernel and traditional platform (e.g.,
mobile)
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‘What hypervisor observes

Data-structure Debug-Info Source-Code Binary-Code

With diffe,lent constrain

\
\

|

Compiler-Assisted Binary Analysis

Approaches

Guest-0OS
Assisted

What we want

Intrusion Intrusion Kernel Malware Memory 0s
Detection revention Integrity Analysis Forensics Management

Applications

Deployment
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