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Scyther

Scyther is a tool for the automatic verification of sec

Claims: claim(R, SKR, rt)

Commitment: claim(R;, Commit, R,, rt)

Match(p;, p>)
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usertype SharedSecret;
hash function H;

p

}

rotocol Example(A, B){
role A{
fresh x : SharedSecret;
var y : nonce;
send_1(A, B, {z}k(A, B));
recv2(B, A, {H (y)}sk(B));
b
role B{
fresh y : nonce;
var x : SharedSecret;
recv_1(A, B, {z}k(A, B));
send 2(B, A, {H (y)}sk(B));
¢


http://www.cs.ox.ac.uk/people/cas.cremers/scyther/
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Adversary Model

« Adversary model: Dolve-Yao model

« Adversary ability: eavesdrop, delete message, learn knowledge, create and insert

messages
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Group Authentication Framework Introduction

D4, UID,
X,Co, MACy
ID,, UID,
X KPy, Gy, MAC,
ID, UID,
X KPy, €, MAC;

1Dy, KPy, Cy, MACy

Y, MAC’s
Y, MAC'»
Y, MAC’,

1) Us = Uy : ID4,UID, X,Co, MAC .

2) U; > Uijyq : ID;,UID, X, KPy, C;, MAC;, where
1<:<N-1.

3) Uy - Uxs:1DN,KPy,Cn,MACN.

4)Ur—U:Y,MAC).
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Protocol Formalization (1)

o Discrete Logarithm Problem (DLP) and Elliptic Curve Discrete Logarithm Problem

(ECDLP) based: Type 1 and Type 2
« Only formalize DLP-based protocol of type 1
« Group member: 3
« Hard problems: type “hashfunction”

« Diffie-Hellman problem, hash function, proxy encryption, MAC
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Protocol Formalization (2)

o Security requirements: claims
« Mutual authentication, implicit authentication, against impersonation attack,

against passive adversaries

1) match(hi, H(Ua,U;, xq.1;)), where 1 < i < 3.

5) claim(Uy, Commit,U;, V;), where 1 < i < 3.

6) claim(Ur,SKR.Kg),where R e {Us, Ui} and 1 <i < 3.
7) claim(Uy, SK R, h(g(n;),m;)),where 1 <i < 3.

8) claim(U;, SK R, h(g(mi),n;)), where 1 <i < 3.

9) claim(U;, SKR, h(g(n;),n;)),where 1 <i,j <3 and i # j.
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Results
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THANK YOQU!
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